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Repeating Toast Drawing Based Password Inference Attack Technique

LING Zhen!, YANG Yan!, LIU Rui-Zhao®, ZHANG Yue?, JIA Kang*, YANG Ming*

!(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China)
%(College of Cyber Security, Jinan University, Guangzhou 510632, China)

Abstract: The mobile platform is rapidly emerging as one of the dominant computing paradigms of the last decades. However, there are
also security issues that can work against mobile platforms. Being the first line of defense of various cyber attacks against mobiles,
password protection serves an import role in protecting users’ sensitive data. The offensive and defensive techniques related to passwords,
therefore, gained a lot of attention. This work systematically studied the design flaws existing in the Android Toast mechanism and
discovered a new type of vulnerability leveraging on Toast fade-in and fade-out animation, where malware can create a strategy of
continuously displaying keyboard-like Toast views to capture the user’s inputs stealthily, thereby stealing the user’s password. The
attackhas implemented, and extensive user experiments are performed to demonstrate its effectiveness, accuracy, and stealthiness. The
results show that when the password length is 8, the attack success rate can reach up to 89%. It has also confirmed that the latest Android
system has patched this vulnerability.
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1.1 Toast#l &l

Toast J& Android R GUERAE 1K VY B RN AE, DLSREixt
PR S i, LA AT T AN By, RIS A
BERENE, (AR P 3 B sids. Toast TAERAR WK
1F7R. AR3CF Toast 1H B &R HE T FR 4 Toast. N 7 7EF# L2
R~ Toast, FHME—> Toast X%, 3F FH'E M show(:) )y
V£, 2 Toast B show(:) 7 iE s A I, A &8sk — 4
NotificationManager %f %, F£i#H H enqueueToast(:) /7%, 5%
O (AL B A% 3 45 3 2 8 P2 2% (NotificationManager). #ixJs, i
o AR, KA E R g T O L3S (WindowManager),
FRa Y Toast [ E/RTH S, Toast £7E &R 2 s 8k 3.5 s J5
K.

Toast B T AW B CEIRRAL, AT BIR H 2 XAE . IT

SCHIHRR I (view), 1 2(0) TR

ToastlR =5

BrEENMETOAST

2049

B A4 Toast AL LS AT Toast 19 T.1E

I < |

enqueToast(')

removeView(l)

K1 Toast L{EJAE
% Bt Toast 2575 75 ¥ Toast.makeText (context,text,duration)sk €% —> Toast X %. ¥ B S text AT ¥ E
Toast 77 B R KI N %, BB S % duration A&k Toast 7E5f % L AU BRI A, %S5 N H W R BUE
LENGTH_LONG B3 LENGTH_SHORT, 43-JlX N 2Rk A2 3.5 s 8t 2 s. B 2(a) & — AN g fl+, sl
Y FEAE B % B — A Toast, $E7n /7 “iX 2 Toast”. Bh4h, Toast KR AL T setView(:) 5 iE il % & H &

Toast/@RLF

BPRE APRE
EE—BENEToast
R B—Toast
(a) ¥ if Toast (b) H & XA Toast

K 2 B Toast 715

1
]

2 Toast %7 #F SEIN 8] 34 B ¥ € BN 18], VBV B 2] removeView(-) 77 & IE 1 &l HE B 88, K
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Toast M Bf % EREBR. BLA, W OB AR SR sh— AN RS a2y 500 ms 113k Hi3hili, H4 Toast i B FE %7 % 25
0. TRk HahmFFS i FErh, 2 0H B A BRI /S 18 =4, Toast BE & 3 B H1E H FF %2, 75 removeView(-) 77
PR S, WahERFSd R, B ERE A R T — AR R K Toast % %R, MR G4 Son#i 1) Toast, #i
1) Toast 2 H #4855 T A1 — AN IEFE AT % H 3l Toast ¥ L 2.
1.2 ZFERARS

To a5 R 45 7 Android ¥ it I i %5 Bh Ak ks A 48l Android 1545 (10— R vk 5 %8, B AT BAES B R LT
17 Bl A% N 7 [ Hhf3 F Android #2465, Android REEHRAL T # T ANE 7 T I JC B A% M 55 S, anise Bt B2
TalkBack, A/l TalkBack I JC 75V EMLAE 55, AN 75 LA H F748 Al 24 w7 B 4% b 27w 1) 82 A A0 P B s = R vy
W B)1E - K. teAh, FFkEE AT LS Android $2 4L ) TERERS AR %5 AP B AN AT B € R TERERG . TGk
1R P40 A B 300 7 P O s AL B, 7 5 e A PR A 4 5 v 3 O A T R e 4 ) 2 1647,

MRS RS MR S, P RIS & 1048 g fE &=k S S, S d B ah. MRS
R TCBEAG FAE & F A=A 8] . AR R R o AR R IR 45 (5 45 ID 2545 5. ToRRfg s B R
g WS T AN AL R G PR I TE RS S, @I T B S B (4 R T AT 1D, B R T L3R A5 B 5 A e L AR
BIMEE, 0BG HE kA T SCAERS, Jo R g 5 AT 3RECY 5 SCAAE P I 25, IR, JERe RS R 38 mT
DUE i 45 175 s ot P T AT $ 0, W B SCARRE R 2R L A

2 KEHEE

AT IR Android T4 0 A B B, B S A 435X Android B 04 B0 7 i 0 AR B, 4R IS 4 AT
Toast HLHIFETE I THEREA, 7ERLEERE b, A4 5E T Toast 5 & £l 114 ook (19 2 A B
2.1 EipERY
AR A T B R A B A R A
(1) BRI s & b, IR B ORI S JE RS AR S BRR. B A T DU S
PR B 2% e R B R o ko) R S TR G A IR 25 A PR B L, ARt e B R ) B AR
Thfi, CAMORE S A A R T 3% T 808 R, I 5% 5 B T 8 JE ka9 R 45 DI RE. Diao 5 A8
PN G 337 AR IO RAT RS AR (Y R AT T A, RIS DL F(56.7%) IR
M T #ET 100 /3. MARYE Felt 25 APVRRBE, R 17%0 H] 7 £ 3% 5 FH HR % 1 LA R PR
Fratantonio 25 N\ WOVZE A Fi G i 1 AR 4533 4T 53¢ T 0 4 20 o F btk 17 AR 17D (048 34
(2) i nr LATR G 3R IR Boh N2 K38 4045 8., o Boah B2 i A N BV 4 R B sess. R
5 S AT DR I T 4 A A B B FH B9 2 3 AL ok A5 3
(3) A4 Wi = N R TE F 7 B el Moy B B, o 4 ) 44 £ ge A LUK B L P R L D AN
O] b AR SRR ¥ Bk 7 PR 7E 28 S B L P R N 1 & AT B 3t
22 BEARBEK

3% Toast LI 44T, FATK I Toast £E7E LT ik,

(1) Toast A LAEBAAIMMN AN LR, BATEEATMAIR, ANore A immeEd,

(2) Toast 7EZ:MHIB 2> PAT WL BhE, LAY BT R PATIR BN E. X 5 EIEESL LGN A FE Toast AT,
B —ANIE A 58 423 Y Toast #54%  — AN 1) Toast G 35, 45 /& A — A Toast K i /]
SRR LIRS,

(3) Toast HJ JE/R H & XALE.

EF UL b Toast (e, & N Al AT £ Wk 5 52 2 1 (177 20086 BoR B XA E 1 Toast #7478 55 T3

fhoRiF B B2, BhAh, TERRg AR &R % s R SR A T M T N 1 A TR R T g
iR Toast #Eit E AR IE, ASCIRY T HT Toast A LHINUEIK OSBRI AR, B MR ER BT
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7P e o TG e A A 55 ML T 1 P P s N A, O B 2 Toast iR B € SCHLIE, IZ AL JR AN &R S B A AT =)
MR HE SRS RE L, PSR sl BOAEOLT, Toast JEikdi sk 7 () siily, {EilEE XS Android J5
B > Hr, BATABLE R Java S 5t 57K B E Toast 52 R & P AT A H B4 #2800 P i AR Thae. AREEH T
7 A A AR T DUHE T P N A TR B T R A, B RA R R R R B R G A
DR P B e N TR A 28 DR P N AR R R N AT LA P TG A I 55K Toast B ¥ X B 7 75 BN
Wl B I AAE T, 2PN B CERE R ARG R, M/ MRS, R BI AT 34 52 8 00 i
A

3 ET Toast EELFHINEINOSKE

ARATA- T Toast HE LLHIPLEI AT 1A EH, &IAMIAR OLSBEHE N ammE, RENAFRHEEERS
HATHPAT RSN, HEWT B H ARSI S, FIH Toast EEAHIME RS THHEANER, 25
e 3 el R S SR SRR P R A f A R s TS, BREARIEE A P S E N O AT IRE
3.1 BEREHRRE

Wik 3 frorR, 2T Toast 3R LML) 1 K AT Ly 9 4 AU, 70 o P AT 9 B« B f f e
A PR DAL S AT AT B, T SR DA N R, R R SRR
AR, SRR RN T I A AR IR AT 4. A B RN G RO, R R T A AT R
&, I 58 CBAS 14 Xty

R AT N YT

K3 Z:T Toast B A& LI HLHI A K& Bt iR
BTRVEN 10 2 Bh IX 4 NP IR
3.2 RPITHEENR

B Toast BRI AL F 4 Bl B 2 7 20 BOAT AT MW KT R R R R R AE
WMoah e b, I 98 s N T 8 JE e Ak 55 SR . FRIUC RS Ak 55 BUR Ja, 8% 8 At mT LA W R g b T A
JS2 7 A R T R G A, B3 B 1 A

FEATSCH, RN 3 B BT H P sl A HETT SR S N 94T D, BLBL A 52 BGRTT AR B AL, 24

WIT 46 Bon g e i, RIJTas 04 Xk
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MU R AR AT O NG, TWR B A Bon g i, IR, RS AR A Toast EE
S BORAE N R G R AT R AH R R B, M SR R G b, JFEBA AT, (HATH Toast
AR A B TR P R T E AR S AR B L AR TR AT Toast RERSIMISRA P AT E A, 2 A2
f[ff Toast KIF[E M= & I B T RAEA 2 1, 28 3 AW ARIE A [ (A8 S804 g fa g B i
L.

3.3.1 M AR

BT BRIAEOL T Toast JoiE 3R A P 00 e F4F, BRI 75 0080 IR 5 ok 58 B IR A P sl AR IR T BE. 49
A A L DR PN il A AT P 858, ik AN 7 8258 1 F Y, Toast Tl DL 2R AR
G AL, IR B S Rg e b EBRAENL R, Toast AR st g fF, X0, B P s
RN, Z A g Toast 28 R #AE F I A3k, 3@ ad Android VRS 73 A 3R AR A0 &R Toast f94R
ERAFACT Toast M A A8 & mTn H ] mNextView X5, (H %0 BB s 5 4 38 8 ME A7 T mParams X %+,
Wi RGEBRINE N FLAG_NOT_TOUCHABLEPY, [A] it iZ W0 B Jo vk 3K st il B0, FLARAR A AR AD H B 1 .

REB B EL 1. Toast HI4R 4k (1358 4 AR AD.
final WindowManager.LayoutParams params=mParams;
params.type=WindowManager.LayoutParams.TYPE_TOAST,;
params.setTitle(“Toast”);
params.flags=WindowManager.LayoutParams.FLAG_KEEP_SCREEN_ON

|WindowManager.LayoutParams.FLAG_NOT_FOCUSABLE
|WindowManager.LayoutParams.FLAG_NOT_TOUCHABLE;

T A Toast A PASH R i diE, WA N AT LE Toast ¥IUAtb 2 J5 AR show() 75 ¥ B EE % &
mNextView 5F 3 @ 1, BIf&ek mParams Xt R 1I{E, ¥ FLAG_NOT_TOUCHABLE Z#{ %k, 2 )5, Toast B A ¥
R HE. {2 mTn X GOR mParams Xt R AE & G ARD T 35 K B public (217, TR H Toik B V) M X 26X 4,
eI E . i, BB AR Java SO LS R SZ BRI mTn x4, SRJEHEE mTn b Ry i b i
mParams Xf RIEHHAE, K Toast W E Al sk M siidy, BRI oA 7 B 2 Pross.

REQHEX 2. RSB Toast J& .

Toast toast=new Toast(MainActivity.this);

toast.setView(keyboard); /5 B 2 ta 5l £ 40 [&]

Field f=toast.getClass(-).getDeclaredField(*mTN”);

f.setAccessible(true); /2= Java %} Toast 25 mTN ¥ 52 35 & 17 In] 2 il (46 75

Object mTn=f.get(toast); //3KHL toast X S H1 (1) mTN Xf %

Field f2=mTn.getClass(-).getDeclaredField(“mParams”); //3REX mTn X4 TN 25/ mParams J¥
A

7:  f2.setAccessible(true); //2:Fk Java %t TN 251 mParams i it 248 & 1 [ 3 1) (1) 4 25

8: Object mParams=f2.get(mTn); //FREX mTn X+ % i) mParams X %

9: mParams.flags=WindowManager.LayoutParams.FLAG_NOT_FOCUSABLE; //¥% BN st il i 3k

10: toast.show(-);

3.3.2 JET Toast HL B 4 10 H AR A 4T W

fEOL Y ey, WmEaFHERNREEIFES T RERGEM L L. — Toast &K A AT H
35 s, BRIBLIRATIAEH & Ll 1 77 v DR UE B9 S B I (M BE B FE R b i b 2 B A R I B Bt 58
Ja, TR AR aE AR E NEY], SRR CEB L RIRR. BT R E SN G EE L BOR 1 B AR R A
S TT .

AN o
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FEER 1.1 5, Gl SIS Toast £77E o 1k 2 58 L ) AR HH IR ROV s, A Bl 2 X
Toast #1137 B FE AL R 8. 45 B 42 £ A Toast, 7E55 14 Toast 218 % th (i e b, RGi<x AN K Toast
SERFASI T A RS IR — > Toast PRIEHLHY, AHAEPIAS Toast £ 5F % A £ AR EH B WALy, F AR XESE 5
Toast &/~ HE A EE S 22 A%, AIMTik 2] 7l Toast K /) 7 56 /£ B S R G 4% B 07RO H .

Toast #8222l BRI BLAASEILRAR Q1 4 o,

B L REM AR RO SRS S, BT Toast.show(-) /5 v 18 &1 2 45 i@ A
BRI E—A Toast;

B 2. RGBSR BIE RN LEMAIE Toast 16K &2 E MK token, FK Hid i
enqueueToast(-) /7 %A Toast PAF 1, 1% token ¥ 245 1Ak — 1) Toast;

3. RGN B 2E 22 BN F 3R EL— A token, FFIE IR GRS I & D B2 SR04 Toast 43
R R L. WS — K N 2 —A token, Hifth Toast FTXdR2H) token H £ 78 A B &5 45, LA
SR ARAIE R G5 A 23 I R 24 Toast!,

IR 4. 24 Toast [ RF S 8] A BB E(BP 2 s BE 3.5 s)I, R 40 (13 208 BE 28 21/ Fi] removeView(:) 5
VOB VB Toast M BEHE LAERR;

BRSO SR BB Bk Toast FI@ANJE, FFLGPATIR B BhmE. 750k, i A% A 558 A&
BRI Toast AT XS N[ token, & I B384 [ A 47 R — > Toast 5 H Zh i,

N R LUk SE I E) D 9 (] R EL R PR 1D BR 5, LUEAS Toast <IN 8] 5 B /£ 1L SC R ST eE A E 07

FEP 47, i 5 WA Toast ¥ 2 AN HY B (8] 47 7L — BUNF [ 18] B T,, FESXBUI 8] A, B %E L ANAFAE R AT Toast,
U SR A B el DR, SR RN VA R AR BB P N KA BT AL (R4 T, Toast £E
St BN T, NI RECRT E SN T (T Ta)-1. H S N 3R AIRE 2Dy Toast 75 57 4 HH 2 /s I 4G 5 AH 4R
51> Toast 3 HY I [8] 1] B (19 o5 B, B Tol(Tg+Ta). BISERT AT 24 Ty ORI, DI B8 2, SRR 5
LS 4.3.2 TSRS FIAE, HT LAY, Toast [ RFEEIT (8] B ¥ B 4 3.5 s.

ERIEBIR %

1

1
Toast.show(-) +I "

j oken

1
D i -‘i enqueToast(-) —».

M E IR % BE

Toast.show(-) —b.— ok F 7216 — e
OKen 1

1
D i ﬁ engueToasK-) —b-

Toast.show(:) ok
oken

engueloast:) 4>. Ty

If removeView(:) L %ﬁ?x 4’

1y

F removeView(-) L #2

I

Ty

F removelView(-) L ey

Kl 4 Toast K% %Uﬁ%zlgl
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5 Toast B LM B e, R R T ZHEREAE R S D A Toast AIFE SENE, LAYE R Toast i
ALk B7 Y B M. BT Android RS2k T AT 45 oK Toast Xt ) token BN —ANBASI HHZEA 2R, EIF
— B ] BB — > Toast Sy~ 7EBE4E b, PRItk SR By I R) B D a0 7 T 3t 2 6 BA 21w BT 1) P9 9 o i 22
{0 token, BUfE &R )E, T S BAL10 Toast Mh& R I, Yo mbiR T RS0 P 8298, MR
W D gk, WA Toast MR RIEIRGET AL K, J5—> Toast #4 oy 7E AT —A> Toast 584K 2k 2 Bl B 7R 7E Bf
F, BESWAP g, Bk, T EE RS D A — MR /N T Toast KRS IR HE, @i ¥ B AN E 89 D {Hi
TR R, BRATRA KD D WE AN 3.4 s I IH RO ST
3.33 ALK

P R HEERAFER AR Y%, P04 B RN B, T H AR KRS 7R
S /5, W, BN T MR B A T Toast F &7 i 40 (B 25 i BE s HEAT B e, DL el
JEEaE. REFEMANER A Y, WMADSN, NEFERSHFEA TR AR RE T, w5 2R,
R FRBINE RN E . SRS 2R, EREmE s AR, EHF S5 KNS T
BE, TENAFESENABENNSIREIKE. £ Toast ERE LW TP, RN H AT LAE A
setimageBitmap(-) 7 i 2 Toast 1 s BT 2, HIE AT LA 58 A [l N 28 AL D) 4.

12 3 45 6 7 8 9 0 '@ % $ % * & * ()
gqwer r tyuiop QOWERTYU I OFP
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K5 P AL IR

Btz b, 50 F P AME F R GBI RIS N, T A A A = N, O R O R N R DK
S 1O I S DA X IS N I R P, DA S i o e P . e P R e 11 AT AR 2 i P
BN, o R R FE A ON I 0 A P T AR R N R, R R AR, ST N AR 4 AN ik
SRECH L B A A B i PA 7R B, KB LR, R N 4 R th 5 P 31 S B A A ) A 2
A W P AE AN AR O, R R A TR 2 A Nk R P A, DU g R AL R R S N Y Y
AL, G Pixel LAY HY B ERIA B4 N2 Gboard, TS W S5 B 4 T K BRI NV 15 B /N A N 12
Buadi e, W S FH AR B Gboard FiT et 7 4 B 4k 7 75 7E /N A NS B SR R N T B AN 2 Al B A A
JRYBEEASE, oF G T X AR LI N AT ST AT, T AR BN R AR, e A L AT O, R
HEGEREMY b
34 AP RTHAIE

Py TR e ROT SR A P sl G, TR AR A S AT A E, DRI P RN . G
B, PR BTk sE R, B AUE B s B AR, R N T AR A A 0 A AR A
W HY R P BN 75, LA Google ‘B 7% NiE Android Keyboard Sy, N 1A, A AG R bR dE R
QWERTY #4% 5% 0-9 (& &, it bl iR As P LA K st bRl Bl & 24 B %250 1% 0 X AR I, i 4 vn
ESmEENER L ARG AR R0 RR. S P S B R AR, BT R LA
FH P s o A b R RR B 5, 4R 5 348 I RR o 2 35 Bt /IR P T I 1) 5 L P 24 i 4 gk

®1 BENTRHES

ok wUER) SRR
NEEBE, EE, A5 0.1xX 0.13xX
DELETE, SHIFT 0.15xX 0.13xX
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FERBCE PN TR G, T SR 704 50t B B 1A HE Fp 7 SENAR S RO P AN, DA G P 82 I
HATH. BT AN s S R, DEERI TENEL/RG8EE, FIA P G msfFres
WA E 0 A AEd, RATREME A P B AT oA, SRR EIR A R s R R, AR A e R 4
AL performAction() 775K FH P #I NIE 78 2 1T AHE, T8 A P LR 38 BT AT A,

35 O%KE

TE MR B 7 i sE RS, K AT IRE M N AT BH IR B T 04 B TR SR A e
CLZARYE F P i as A U H P ST S NI — AN 255, RO A5 80 00 = FF Bt et v AR B R 0 4
HOARE BB EE RIEAR—E e i, BIJMA Toast Ik SAEE S B AR, SBURR _ EAEEIT
Toast. 15 H P78 SLEF AT RN, WSS RN k2 B A o A, AR VESRECE PRI R, R K
BI04 R RS BR A EIN, £ 4.3.2 T ol 3EAT SEER R 040K B I R ah &

Yo AUATUE R AT WL https://reurl.cc/WEZEM7. FERRAT A, FA14EH Google Pixel 2 LA HEAT R, B %6 A%
R FF R GRS IR SBUR, A4 5 U4k 204 B0t B HEAT O A8 AR, L, SRENABITERAES. 1€
F P TR URHEAT 1A S NI, BT b A B 28 o 3 23 P 33 Toast D838 ROZY fa S A%, 4 P 7E A 0l B A 11 4
MErPi NS Y e, SRR 5 it Toast #4 3R B S (1 114 A & 34T g 7R

4 SCISUEIIE

AW AE SEPRIR S AR P4 3L T Toast EE Z 2 HIHLHI K DS X FoAR. &5k, 762 2 zbr N A 3 56 B 1
v, ARGV P SE e MR T B HE AR, FRER O K 2 R I RS K, B a, @ A Sz sk iR B
s 1) B P
4.1 SCIGIFER

IR UE BT A v HERRVE A BR R, AT AR DL BRI R SR R AT A0S K BT R R R
N S R B s &It R s R, WikRr S 5 6 MV BB EAE, JEE A P aai N 1 4B 5 Toast ££78;
H PN, i s A, R ETIR 0 A B4 H & Sk

FE BT A RO 2 W i SE6 b, 8 0 48385 B 59 Google nexus6p, Android F 48 fAS 8, 3bEX I Bt B
AN R T 3 R RCRTRATIN S BN, 2R Skype. 5. ENRZEIC. HESE. Instagram, LAKHER N EE
BRI a4 53 EARAT M ST 2. B BRI AT I se 3 B, i A RO D 25 EARAT L. 7R
Yol e mf v o A it s i b, SR A B R F D AR SCE T R R, BN R ER B RN AR OS5 H -
FLSEH N A 3475 B, p ok A B T S R

Yo WA I 2 AT R B P 2 AT S BRSO P S, FH P SEERIE IR T 20 A E B H AT, Kb a3 4
LR 17 & B, EIEE FRTE 22-33 5 2 (8], SPYERE 25 5, Hoh, 20 4 R S04 1) £ ity B 5 R
1 & Gi A WL3% 2.

®2 HRBKIIER

] 5 RGUK
Samsung s8 8
Samsung SMG9 9

Google nexusép 8
Google pixel 2xI, pixel 4 9
Vivo Vv1813A, x21iA, v1816A, v1813BA 9
Oppo PMEMO0 9
Xiaomi mi5 8
Xiaomi mix 2s, mi6, mi8 9
Xiaomi mix3 10
Huawei EML-ALOO, mate20 9
Huawei nova3 9.1
Huawei mate20 x, HMA 10
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42 WHBYMUESH
A S8 73 59 W R o A AN ) S e B I TR L SCHR B 7 SR I Y 22 2 3 8 B Ao L
LS TN N LT 8 TE Rk e 95 BURR. SR J5 20 AT TFIX 7 5 MU Y, 33 1 2P Bk e 25 N 11 J I, 2
ZA RN 10 A4, JF i SRl A5 7 BSOS A A iR e e a, AT K £ g ) A 1 A7 fik b
H BT 70 . e gt R IR 3.
®3 MulR B

N 44 (2K HiR A e Bty
Skype com.skype.raider 8.45.0.43 fiE
fi&: 45 com.facebook.katana 196.0.0.16.95 AE
ENZ 2D com.evernote 8.4.1 fie
HEHF com.twitter.android 7.68.1 e
Instgram com.instagram.android 69.0.0.10.95 e
% [H R AT com.infonow.bofa 8.1.16 i
YAt com.eg.android.AlipayGphone 10.1.65 5 TR Ab

33 it HESCHE R BR T 75 E0 ST S e w P AT R R T ik Ah, TR 7 K8 A AT R
B NI A 75 R R BRI B Bt s, FRATT R IR 7 78 S A 36 R N 114 I 3% e S BT ol
. FLJR R AR I R B O AAE, HIRELE A S S, PSR Toast MEAT I, (HIATEMH 4
HELE SR IUER s B AN 22 R AT AT S, 5 BO% SR 7 J0 1A W 20 BUah R R AL, 6 17 2, B AR TG v T B
B IR A WEE, (H2EH A EmA DS HEEMAKS. A MAKS S, & 88 041E
IEET IR 5 AE 2R F3fE i, VA MEIRTG AR f. S B AR TC VARG I B 10 A HE SR AT AR AU S A, R ] DG 3
W5 HE R Zo AR SR AR, R AT DLTE R S HE 2% 25 A5 0505, TR R P A I 224 i S T PR AR 1T SR 15 R A B Ak,
T HEWT P 2 AN 12 B i, W R A P AR SR B AR S N 4 i, T T\ D9 P TR 46 1) 114 HE
M4, BLERTRUF 4G BoR Toast S B
FHAZSE 90 AT AR BARTE /N 0 16 0 T 7% TR BT 0 45 T 1 B 1 T4 5 1 Bt 2w, (H 25T Toast EE
2B 0 1A BB AR B B 1A sk
4.3 WEHERMESH
AR O A Bk 32 BRI R S R R R SR, BT AE B R, R P S AR SR R
WhE 5 B B Th IR, BT SCAT A, Boah b AR R AN Toast FE8: A] (2 s 8K 3.5 )t A 7 sk il A R R FAE
SO, R WG PE B v A 20 A S B b - B B PR A SR, 43 U FE R Toast RSN A) R P R S B
SRE AL Fe £ 1) Toast RiLEMS ] N AR B 0 4 &2 1) R 2h 28
431 mHEEEE
TEASZEG v, 43 ) B % 5 S A M 2 ) 54 Toast = 4E0S (A28 2 s (LENGTH_SHORT) A1 3.5 s (LENGTH_
LONG)R MR B ity v s i S R 2. G RS I S TE W RR 2% A4 T 23 73l 1) AU 82 (0 A A PR N 100 />
R I A i AR, AR, 45t Toast 3R B S d F 4 HIRECH C, WA IRA AT HM4M
RECH Cp, TIPS IR F N CJ(C+Cy).
x4 PBE BN XA AN 20, Toast RFEET ARG, AlBIF AR A3 3R 20 &, B Seae S vl &0 i
TR RGRAAE, ANEHR A RESF X 5, H Toast RELER (A4 3.5 s I, — M4tk Toast FF&:HT
B2 2 s BMRETE i, XSSO EBHMT &
2 4 Toast F 4L ] A S 4 K 2
M5 MIRE 25 (%) HMiZKFE 355 (%)
mix3 0 0
mix 2s 98 98

mi5 99 99
mi8 93 97
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F 4 Toast RFELN [HVRT A TR (4R)
] WIRE 25 (%)  MIKE 355 (%)

mi6 93 97
s8 0 0
SMG9 0 0
nova3 0 0
EML-ALO0 96 99
nexuseép 98 99
mate20 98 100
HMA 0 0
mate20 x 0 0
pixel 2x1 85 93
pixel 4 96 99
V1813A 0 0
X21iA 0 0
Vv1816A 99 99
v1813BA 100 100
PMEMO0 0 0
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MEREFAEZESR, RA — 4 8B WAL BRI 2o USRI J5 IO 0. BRIt 2 oh, BoA NS 5E s
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5 tExXI{E
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(1) B P 5 sh &S H. Maggi % A\ Bl AR H i 4557 1) R POURE A A 8US T RE S B A MR,
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NI, EEAR R LARAE BB T, Wil 2 M SRS A B shHh e 67 H - 78 57 5 B
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R I, TR M A5 SR P I B 114 Aviv 28 NS Fl P e N B 14
Ja B R Lo WA SR, AREIX LS e DAHEW A P BT 0 4. B AP 58 & R HoKE
MREEMAEE B 7 ORI, X — BRI #H R R BOE g M, X — A LR 1 B
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B  10 4

(2) i HARR . Jung 25 NS 24 1 P 78 it 0 B RN T4 I, DA AT B S B B AT 2%
IIMTECANRAT R 2 2640, Sl 4 Roe M I0TE, ARG Bt LR IS SR8, &5
HEAT EWIT O G, DLSZELN H AR R A B R S0, Aonzo % AU T 87 P 44 SR o s 11 465 2
B, RGO O AN B Dt (82 . Luman 25 A\ ROR HZE Virtual App 255 75 8% s AT R
B, PO R e B, MA@ AT PN AE RN, CE&FHSEERE LR
N AT, BT S SIHUH 04 Ren 2 ANPHRE T Android £ 4T 5 HLHI A7 22 IR TR, S8
B AT DU AT & F R 10 7 20 R RO B ik m By . Wang 28 A4+ T ActivityHijacker, {8 Activity
BhRE e, R AL I R R AT S5 0 R, AR e B R B H AR R —
T B B b B AT TS AT, R R I f s R B LR R AR O R AR D 1) 7 2ok 45 31
F A4, Bl Android 7 R R & R B BIR W R, WX B 7 OB BT B Pk

(3) i ERfE R LK. Niemietz 2 AUPHR Y T 4035 1% 45 Toast Boak 78 1 #9 % FieExt Android UI 93, K%
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1 F T B A5 IR 45 A1 Overlay SKigt 47 siihi BhRF, BT RIS 9 B £ 4 Overlay 78 o5 T8 4% L, SRIFEUH P
WNAT N, MWTGTEOR P 04, Bk AR R G — R A R 80 0 22 4 1) REOR T2t 43 BTk
VER G (22 4 1) R0 T BAC R IR T T, IR BT Re 7R ZE— L RGBSR, H A, Android &40 AR
) PR R SR T,y S B e T S SR (R P AR
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AL EEHFE T Android 54t Toast HLHI7E 5 T I 4 A S A7 78 1 22 4 el i, O3 T iz e 4 1) e i 1
Ay, B E R IR Toast, {fHACIT [ O/ F77E AT R OB fe E AN 2 B I, fEA Java OGTEIAR
BCE Toast X GAH I Al 53 AR &, {06 i Toast Af AR P iy, BET Bon By MBS A Re R P dN. s, &
TERENG IR S5 58 A & B, ARG BT SE S, A ST SRS AE SR PR IR BT X BT ek i BEAT VR4, S8
g SRR W], AR B BOR B B 1A Rk R AT B

A SCAEFET Toast H 2 LI HLHIH) HA Tl b, (7] Toast K Bos 8y @A =AM KA, £ R 3E
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NEC B SO UM AN VE S DB, 225 S P 8 E SO LA R s A, B Bl M RR b . ELAE X
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HE T T T RR AT AR 55 R ST P ey SRR S, IR AN RR I B A, TR R 55 BT EE I AUR 5
HAWBURANE, & Z M7 FEha T, X8I 7 Yo Set i s L. R AR SR AR b, AT 6825 58 LA At 77 3QE I HY
Jr sl A HESE AR, DL/ o B 75 EEAOAUR.
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